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CHAPTER 1 
 
 
 
 
 
INTRODUCTION 
 
 
 
 
 
1.1 Introduction 
 
 
RFID is referred to as radio frequency identification. This technology is 
suitable for identification and detection of object within a certain radius of area. 
RFID works with automatic recognition and identification, by retrieving the 
information using the RFID tags. This tag can be installed into an item or person for 
recognition and tracking the asset (Harold and Eric, 2007). In accordance with the 
evolution of the RFID, it is one of the important services in the supply chain 
management and asset management that offer a better performance in the industry 
and business activity. Most of the business operations used a conventional system to 
manage their assets that can affect the performance and quality of services (QoS) 
(Asif and Mandviwalla, 2005; Strassner and Fleisch, 2005). With the rapid growth of 
business operation and management, RFID is used to introduce several fast and cost-
saving tools for asset management and problem-solving for identification. 
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Thus, it will reduce the processing time and human involvement by implementing 
detection and product management using the RFID in the conventional system 
(Michael and McCathie, 2005).  
 
 
In the software System Development Life Cycle (SDLC) there are several 
important factors that need to be taken seriously which are during the phase of 
requirement analysis and design. The reason of the requirement analysis is to 
determine the user expectations that will be satisfied by the condition of the system. 
Moreover it can reduce the errors caused from ambiguous requirements of the 
various users. The important goal of design phase is to satisfy the software 
requirements specification and describe the structure of the system by decomposing 
the system into its logical components. The design then will translate the 
requirements into a representation of the software that can satisfy the user 
requirement before the development phase begins. The requirements analysis can be 
obtained through the specification and the models of the systems. Most developers 
write the specifications in natural languages. However they cannot confirm the 
correctness of the system when specifying the behavior of an integrated and complex 
system. Formal method is a solution that can overcome this issue in which it is 
preferred to be used in system development phase (Beckert et al., 2006). This is 
because the systems properties can usually be specified clearly and detailed in a 
formal language as it is represented by the mathematical approach. 
 
 
Currently, the RFID system has been improved by system developers in 
many problem such as building security and inventory management. The capabilities 
of the RFID system is the variation of it usages compared to the main RFID system 
tasks of tracking and identification. Although the results are impressive, problems 
can still occur in the system when many components are unable to communicate with 
each other (Michael and McCathie, 2005). There are issues in several cases of the 
RFID systems that were identified previously when the unpredictable risk in 
operations occurred in the computing processes. For example an error in identified 
group of item that need to send in the export container can affect and reduce the 
efficiency in processing and can be more problematic when dealing with the trust and 
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satisfaction of user. To avoid and trace this problem, the specification of the backend 
of the system is needed to specify by ensured that the system is built right. Thus, a 
formal verification using model checking can be implemented to handle the risk of 
the RFID system. Researchers have successfully employed the model checking 
technique in the formal verification of the distributed systems, including hardware 
components, communication protocols and security protocols. Probabilities for each 
of the errors of the system can be identified by the unique counter example process to 
identify the unseen errors and bugs for the concurrent states. At the same time, model 
checking can perform automatically with an exhaustive search to determine whether 
the specification is true or not (Edmund et al., 1999).  
 
 
Nowadays, most of researchers in the formal method community has shown 
an interested in model checking approach with the performance of an excellent 
result. (Bonnie et al., 2005) denoted that the model checking is able to aid the design. 
(Xiao and Li, 2006) has proved that the analysis and verification using model 
checking is competent to support the security protocols. (Wimmer et al., 2008) has 
investigated the probabilistic of model checking tools and the results seemed to be 
reliable. (Roberson et al., 2008) has proved that model checking is an efficient 
approach for a convenient method of the type system. Previously, all these efforts 
have significant contributions in their own rights and interests in which some of the 
area is incredible but the verification on the RFID system is still lacking in the 
research. 
 
 
Therefore, in this thesis a formal verification agent based on the RFID 
systems has been modeled with model checking in a formal method approach is 
proposed. The proposed model verification can be verified by the specification and 
model of the RFID system in order to meet the system specification and requirement. 
The following sections state the problem background of this work, problem 
statement, hypothesis, aim, objectives, scopes, significance of the research and thesis 
organization. 
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1.2 Problem Background 
 
 
RFID technologies have been used in various areas, especially in the area of 
supply change management and asset tracking. Reliable data transfer between the 
layers of the RFID system from bottom layer to the upper layer need to be managed 
properly when readers read the raw data from the tag. This is because the reader 
needs to extract the raw data and classify the original data to the backend of the 
RFID system and the RFID middleware is the way to achieve that. However, the risk 
faced by the uncertainties of data is higher on the high traffic when reader read a tag 
because the system lacks of concern towards the reliability and the security of the 
system (Bonnie et al., 2005).  There are previous researchers, for example (Feng and 
Ying, 2007) have proposed the multi agent technology to integrate with the RFID 
system. They proposed a system that can monitor the in-transit of item status and the 
information produced several solutions by using a multi agent technology. Using a 
multi agent technology the data received from the reader can be processed locally 
before can be transferred to the backend of the RFID system. This can optimize the 
system by reducing the size and cost of data transfer. Multi-agent technology not 
only functions as an integration of functions but can also verify the RFID system 
operation to enhanced the reliability of data, load balancing to handle large quantity 
of RFID data and organized data for sorting and efficient query respond (Jian and 
Heung, 2007). 
 
 
Another issued that has been discussed is by Shengguang et al. (2008) have 
proposed a system that integrates the RFID technology with web based geographic 
information system and Short Message System (SMS) for intelligent managements 
of the assets. Here, the system has a problem in the time and speed of processing 
when sending a message and information about the assets to the backend of the 
system. Abdel-Naby and Giorgini (2006) has proposed a possible integration 
between the multi agent framework and RFID system at the backend of system. The 
progress of the work with the RFID tags can be better detected through the area that 
contains the RFID reader. Hyun-Seok et al. (2006) have described this in their 
previous works on the security protocol of the RFID. They have specified the 
5 
 
 
 
problem by using a Compiler of Security Protocol Analyzer (CASPER), 
communication sequence process (CSP) and FDR model checking tool. Then, they 
have analyzed and solved data security with the RFID security protocol in which 
their authentication method guarantees data privacy between the RFID tags and 
RFID reader. For some of the methods however, there are still needs to enhance the 
verification issues to control the errors of data on the RFID tags. 
  
 
Previous researchers have done many works that focused on the backend of 
the system to verify and validate the RFID data. Therefore, in this research a 
different approach is taken to focus on the RFID layer issues in the RFID system. 
Here, the model verification agent is proposed to minimize the consequences and 
uncertainty of issues that occurred in the RFID Management System. The model 
verification agent will check and verify a communication protocol in the RFID 
system which involves data transfer and security by detecting RFID tags in a specific 
time frame. This research is enhancing the verification focus on the RFID 
communication layer as RFID system have difficulty and limited issues to verify data 
errors, hardware failures, deadlocked and data transfer problem. The proposed model 
verification agent will then be designed towards the current issues and verified with 
an alternative model checker to ensure that the system deployed is functional, 
accurate, reliable, robust and secure.  
 
 
The software agents are technology that provides autonomous, flexible and 
dynamic computational entities in solving problems (Timothy and Scott, 2000; Yan, 
Kian and Jian, 2004).  This is because according to Gerhard (2000), agents are 
working in a goal oriented environment which have the ability to sense, 
communicate and achieve the given task in a specific time or timeframe. Thus, the 
behaviors of this agent have made them capable to help users in order to solve their 
problems. Therefore, by applying agents in the RFID system architecture, the 
verification agent will manage to enhance the verification of the RFID data. In the 
formal verification, model checking used the mathematical approach to specify 
specification and verification of the distributed systems. This technique is suitable 
for verifying the complex system (Bonnie et al, 2005). In this research agents and 
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model checking in formal method are applied to verify the design of the RFID 
system at the communication layer. The proposed of model verification agent in the 
test of case study has been concerned that it has a potential in handling a verification 
process. In this research, the aim is to investigate the capabilities of model 
verification agent in order to verify the RFID data for management and data transfer 
issue.  
 
 
 
 
 
1.3 Problem Statements 
 
 
In this study, the intention is to come up with a method to provide insights 
into solving the verification issue. Therefore in order to solve this issue, the 
following questions need to be addressed. 
  
 
(i) How the modeling and specification of agent can play a role in 
verifying the process of verification in the RFID system? 
(ii) What is the suitable design and model is in formalize model 
verification agents to do the verification in the RFID architecture and 
system? 
(iii) What is the step in modeling the informal specification of the system 
to be formalize using a formal language with the agent? 
(iv) How is this formalization of model verification agent will be able to 
show the process of errors in the RFID system? 
(v) There are many tools for model checking in formal method approach; 
what is the recommended model checker that can be the representative 
for the RFID system. 
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1.4 Hypothesis 
 
 
In this research, the proposed model verification agent on the RFID system is 
intended to improve the performance of verification that can increase the reliability 
of data transfer and verify the RFID data for the RFID system. Therefore, several 
assumptions have been specified in this research regarding the statement and 
properties of the RFID system: 
 
(i) Model Verification Agent (MVA) that resides in the RFID layer will 
increase in its’ effectiveness of communication between the RFID 
layers and formal method model checker is one of the impact factors 
on the result of verification. Therefore, an appropriate model checker 
will enhance the verification results. 
(ii) The first property that needs to be concerned is in terms of the format 
and syntax. Model verification agent (MVA) is responsible to check 
and verify a format and syntax of the RFID system. For example, the 
RFID tag that have been read in input form 
(UID,Trn_Code,No_Block,S_Key) satisfies a given specification of 
the desired RFID system before input information can be continue to 
the next stage. The system will generate error reports to the system 
that automatically terminate the reading process. This process is 
important to prevent RFID tags that are not trusted from accessing the 
RFID System. 
(iii) The last property that needs to be concerned is the time consumed by 
the operation. Congestion can occur during the heavy reading 
processes of the RFID tags and when this happened, it will affect 
reading processes at once for the RFID system. For example, the lack 
of the middleware in RFID system to serve many requests at one time 
during busy traffic will impact the system performance. The proposed 
model can provide an authentication proved in a specific slot of time 
to process the exact RFID tag in the time frame. The system will 
ignore the RFID tag if the RFID tag is not authenticated.  
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1.5 Aim 
 
 
The research aims to develop the verification approach of the RFID system 
using a model verification agent. This model is capable to verify RFID data in 
communication protocol of the RFID system which can manage the system in terms 
of the reliable data transfer and system effectiveness. 
 
 
 
 
 
1.6 Objectives  
 
 
Below are the objectives for this research: 
 
 
(i) To study and analyze the available agent technology and formal 
method implementation in RFID systems with regard to the 
verification issues in RFID systems. 
(ii) To propose a model for verification methods used in RFID system 
implementation for verification of RFID layers in various 
applications.  
(iii) To test the proposed model using a model checker in together with a 
formal method technique. 
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1.7        Scopes  
 
 
(i) This study will focus on the development of verification agent for 
RFID system. This research will apply the technology of agent and 
formal method technique to verify the processing of data in the RFID 
system. 
(ii) Verification agent that has been developed will support the RFID 
system to ensure the process data from reader is verified before the 
system can be developed. The processing of RFID data will be 
transformed into model and language to be used as the model checker. 
(iii) This research only focuses on verification of the specification and 
modeling of the RFID system with formal method approach and does 
not include validation. 
(iv) The proposed MVA specification is developed using the formal 
method technique and how the MVA works with the properties is 
presented in the state diagram. 
(v) The effectiveness and accuracy of the proposed model verification 
agent will be tested with CWB-NC model checker. The attributes that 
this study will measure is focusing on the format in RFID data 
transaction which includes the unique identity number or user identity 
(UID) on data and the synchronization of data by a distinguished data 
type.  
(vi) This research does not develop a system but only a part of the system 
has been testified. Several RFID systems will be tested to enhance the 
correctness of the RFID system based on two properties: checking 
format and syntax and slot of time. 
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1.8   Significant of the Research 
 
 
(i) To improves and enhances the verification model of conventional 
RFID system in the area of formal verification to verify multi agent 
system in the distributed and complex system. 
(ii) To demonstrates the importance of the formal verification in 
determining and specifying the complex properties by modeling the 
system specification.  
(iii) It reveals the capability of formal method technique in giving 
advantages in the software development process.  
 
 
 
 
 
1.9     Contribution of the work 
 
 
(i) To improves performance of system by reduction of heavy reading 
processes of the RFID tag. The design of the model and algorithm for 
each state process should be generally understandable and capable to 
be implemented in the system for process verification. With this, the 
workload for management and identification can be reduced and 
perhaps will also increase the quality of services of the system. 
(ii) To detects error by satisfying the specification during the system 
implementation. This can save time in system development process. 
MVA aims to solve the problem of uncertainties and unprecedented 
data transfer between the RFID layers.  
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(iii) To prevent the difficulties to RFID system in their filtration and 
management of information through the RFID middleware by 
determining RFID layer for verification using an agent based system. 
This research focuses on designing an MVA that is able to interact 
with each other to conduct verification processes based on the 
mentioned RFID layer. 
 
 
 
 
 
1.10 Thesis organization 
 
 
In this chapter, the motivation and background of the problems are presented 
as well as the outline for the purposes and objectives of this research. Moreover, the 
contribution and the importance of this research are also highlighted. The thesis is 
organized as follows: 
 
(i) Chapter 1 provides a motivational background of the research 
introduction. This chapter describes the background, problem 
statement, hypothesis, aim, objectives, scope, significances of 
research, contribution of work and ends with an overview of the thesis 
organization. 
(ii) Chapter 2 presents the summarization of the related previous work on 
the RFID technology, agent technology and formal method: model 
checking. 
(iii) Chapter 3 elaborated the methodologies and steps adopted to perform 
the purposed Model verification agent (MVA) in this research. 
(iv) Chapter 4 presents the Model Verification Agent with the steps of 
MVA performs is demonstrated in more detail in this chapter. 
(v) Chapter 5 presents the testing and analysis result of MVA approach 
with model checker based on two case studies: Embedded smart card 
system and RFID shopping system. 
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(vi) Chapter 6 respectively presents the summary of the conclusion of this 
research with the finding of this research and suggestion for future 
research. 
 
 
 
 
 
1.11 Summary 
 
 
The introduction of formal verification in RFID system has been justified and 
discussed including the problem background, objectives, scope, significance of 
research and contribution of research. In order to enhance and increase the 
correctness of the RFID system, the following section describes the review of 
previous works related to formal verification using the agent and formal method. 
Following this, a research methodology has been proposed for improving the RFID 
system based on the objectives that have been defined in this chapter. 
